Panel

Tightening security belts?

Alex Carmichael - BSIA
‘Whatever the economic situation, security
should be & prority for all usinesses, A
change in the economy doss not mean that
e will e reduged risk and as the
Increass in metal and fusl theft shows, soanng prces
maan that cenan goods becomea an attractive prospect
for the criminal.

Inclead domestcally, as we all feal the pressure ol
nsing prices, there i the potential rsk of an increase in
crme, Theft and fraud could wel bacamea increasingly
atiractive 0 those feeling the pinch from the credit
crunch and whilst of course those that commit such
crimes are anty a small minary, their actions have a
significant effect on the wetims of cnme.

Consequenty, this is the tme that businesses showd
be ansuring stangent securty maasuras ane in placa.
Secunty 1S an investment. & can not only prévent cnme,
but also curb the financial impact that becoming a
victim af crirne can have on a business, Whilst loss is
insurable, the finandcial cost of not being able to trade
fallowing an incident can be sgnificant, The security
industry will continue to work with its customens to aid
crima provention and ensurs tha tree value of securty
MEASLNEs is ko,

Jonathan Levine

- Axis Security

At any tme of financial hardship
businessas will look 1o make saangs.
There is nothing new in that. Security has
often been weidd a5 a grudge purchase, and 5o if an
argument can be made to reduce aor slim down on
spend without 8 perceived mcrease in risk then it will
he taken,

AL present, however, inestiments levels appear 1o be
being maintsined, at least in the manned guarding
SeCtor, New Thraats” amn amenging, nodably a retum o
the apportunistic theft of scrap metal, fuels and
mechanical equipment, and perhaps that & helping 10
heep seourity on the boardrom agenda. it k2 certainky
prompling argaresations to ook at temposary solulions
to owemame an immediate Bsue, and 1o that extent, a
physical peesence on site &5 often desired.

It is freguently suggested that security, kke insurance,
should mot be soid an “fear. IT the threat, therefone,
posed by e ongoing wars in Alghanstan and lrag and
the spectre of a future terrodist attack is not eufficient
Incentve, then perhaps the financlal angument is &
better ange. Mot the cost of deploying & security
senace, UL rather the cost of not having suficlent
sacunty in place.

lkems that fall off the back of @ proverbial gy cost
money to replace; the scale of thefts of fuel and metals
fram depots and maustnall pramisas throughout the UK
i= at such a level that ths is now organised crime,
requiring heavy wesght-lifing gear and flay-bed loaders.
This is niot casual crime; this s big business.

According to daily reports, the UK is increasingly edging ever
nearer to an economic recession and as a result we have
seen a rise in the incidents of metal and fuel thefts etc. As
companies may be looking towards areas where savings can
be made, what is your message to organisations to convince
them that slimming down security services, either physical,
electronic or IT, is not an option?

Increased aconomic hardship leads directly to
increased crime, not just theft and burglanes but also
‘softer’ cnmes such as fraud. Both impact on business.
Baoth cost monay, The economic condimsons will get
worse before they gat better. Thare is a logic, thersfore,
that says that cnme will increase accomdingly,

Perhaps today there is a lag on the rate at which the
SCONDMC BowWNEUm 15 atfecting our Industry. 'We are stil
winning new business, and cuslomers are still realstic
about pncing. If anything, there has been a recent
increase in demand for specialist manned guarding
sanices, especially mobile patrels as businesses
demand a physical pressnce to protect assets out of
hours, and complement any slecimnic security
measures they may already hawe in place.

Patricia Knight

— Receptors Security
Systems (UK)

Artitudes have not changed in the past decade: most
comparses Sl regard Secuntly as 8 necessary evl,
sometimes, even an unnecessary evil. They do not see
security as adding any value to ther business, Only the
enlightenad few spe the lng term gain, or consider
Uhenr duty of care (o their employees,

There is no doubt thet we ame in the throes of an
economic recassion. Those of us ofd enough 1o
rermember past economec deasters will have recognised
the signs and perhaps have taken steps o mitigste
against total mel down

Even at the most basic bevel, seourity is a necessity. A
gimall Fwestment can prevent secuity breaches that
may impact upon a company’s prafits, or thesr grawth,
or company marale, At & higher level, ensurning the
safely of employees, pratection of company propery
and secunty of company infomation ang ssues thal
only an ingénue would disregand.

It ts mconceivanie 1o the secunty pmfessional that
comparses should adopt swch a fivolous attitude to
SEOUTTY, wal we See it all the Time, Common sense tells
us (i.e. the sacunty professionals) that we need greater
leviels of secunty In Umes of economic INsacunty, We
recognise that evan the average opporunist thief, whao
iy ba just steabng 1o feed & family, & not a6 Stuped as
maost pecple think. They instinctively understand markat
rerds and see whara they can make maney, in the
same way a5 a marketing specialist would be aware of =4

Even at the mast basic level, security is a necessity. A small
investment can prevent security breaches that may impact upon
a company's profits, or their growth, or company morale
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In a slower economic climate, it has traditionally been the way of
corporate security departments to reduce head count in the first
instance from the contract or in-house secutity officer team

€= samilar DpponUNities n an intemational company. If the Thés time areund, the cument securlty threat which

market needs metal, the crimanal will stesl it, if the
rmarket needs fuel, ey will aeguire it My guestion s -
"Wy do intelligent people not understand this?”

A eriminal will take advantage of a sitluation in the
same way 85 B multi-miionaire entreprenaur does,
Mary criminais have The same psychological make-up
as successiul entreprreurs — they just choose to use
thesr Wents @ different ways, The criminal may not
make the same profits (although some do) but the
same prnciple appies.

Thie eriminal fratemrity does not stann still and we
have to be aware that cnminals come from a varsty of
hackgrounds, Lkewise, technoiogy develops at an
enormaus rate; [T technology in particular. Gonsa are the
gangster days when bite foree prevaiied; we now have
an era of criminals with university degrees who
understand technobogy and are ahead of the game, Jist
because they are intelligent, speak and write coherently
and pemanps wear collar and e does not make them
any kess sinistér than in the days of the great train
robners,

Their molivation is not as simpée as the averags
camingl efiver. Perhaps they just want 1o beat the
system; perhaps they boar a grudge against the boss;
parhags thay want to make vast amounts of morey —
whatever their mative, The cument economic climatz will
provdde them with increased opporiunities,

In fact, in my wiew, these criminals are more
dangerous (except perhaps 1o lite and limb) as they Wil
us into a false sense of security, They usually don't hawe
crminal records, so aven if @ company does check on
thiesr credentials before emploving them, there will be
nothing W fng alarm beds,

The presence of security guards will help to prevent
simgde theft and vancalism so it makes no sense 10 out
back on their semices, howeser, secunty guards slone
cannol prewent other forms of criminal Activity. As | have
eaid many timas bofore, a combination of efficiont, woll
trained guands maondonng high quaity, lechnological
salutions will provide the most efficient detement
against most forms of crime and mane womngly
rwadays, the terorist threat.

I would advise any company 10 increass thair security
in tmes of economic stress, not decrease it Find the
money saomehow, becauss, if you don’t. you may live to

regret |t,

Donna Alexander
- Advance Security

In a slower econdmec climate, | has
traditionally been the way of corporate
Securly departments 1o reduce maad count
in the frst instance from the contract or in-house
H{.‘-UIT[;( officer tearmn. Although this demonstrates an
immediate and easdy accountable cost saving, rarely in
-y @xperience when completing this action has the
m'mt{,q terms of the increasad risk to the business
‘been considersd, In faimess, if existing securty
technology can be deployed w asssst, it has, but the
upm‘hmltﬂb da this hava baan Tew and far batwaan.

remains at ‘severs,” is not one that can be ignored.

The paople we ae protecing previously geve lite
thought to security, now, howevar, they are very aware
of the current global threat of teransm, even if they do
not urderstand the lesser threats that secarity
professionals seek o mitigale on a day 1o day basis.
Therefore, we need to consider altemative options if the
regquirarment ramains 1o reduce the sacumty budgar,

With business cominuity a key consdesation for
corporate companies across the globe, ‘convergance’ is
gaining ground as the secunty watchwom for 2008, The
practice of bnnging all securty and businass nisk
senvices together (physical, I, technologies) is aleady
becaming commanplace within the US and is beginning
1o make 15 way over hemse; AS1E for examiple already
has a epresentative for convergence on its committee.

The idea of a single prosicer ar security manager
delivering cross-purposa security services is naturally
appealing. and i's something we'ne likely 1o see mon
of ower here dunng the coming months, Comvergence in
the LIS sense hasn't quite reached our shores (much (T
security in the UK s currently handled by in-house IT
managers), so do we need 10 consider the
‘comvengence’ route and adapt a smarter approach to
tha structura af our secunly arganisations going fonward,
keaming and implementing the best practice from each
appranch? Or do wi feed 1o conssder Conmenients i a
different sense and sech 1o use one single suppler of
all sendoes? Manned guarding and technologes should
never be s2en as alternatives to each other; they should
instead be specified in conjunction with each other, A
nsk assessment should provide an honest assesament
of requiremants, with sacurity providers employing the
most appropnate tactic - in response to the clients”
business pronties - nat Their own,

i order to reduce and mitigate nsk we all need to be
progcive, not reactive, Security managers have
traditionally fought long and hard for the funds they
redpuire to invest in proactive security provsion, and only
recently, with the increased threat of globsl terronam,
hae their pleas begun to be taken senously at Board
level, & 5 vital therefore that their hand werk isn't in
vain and thal companies” attention isn't taken alf the
el dhuringg @y dowariuim,

Indeed, we've already keamed to our cost in the past
That dummy CAMEras fUst wan't cut it during a
heightened security threat - think back to Bishopsgate
and the £350malion clean-up bill becalsa the Ciy's
security provision wasn't up to scratch. "We didn't
epect them 1o do 1t again in the same area” sad ong
security officer at the time; a sentiment al too often
mirroned by ofrganisabions who cnly review thalr sacunty
prosisian when it's too late.

But that's not to say that tightening provision and
CUEting costs is the nght approach durng leaner times -
quite the opposite n fac n several sectars - IU's no
coincidence that our sster retail dision finds tself
tackling higher crime levels during a downlun,
Imespective of the economic climata, a security threat
daesn’t change simply because bals are baing



tightened and for the retad sector, this cumrent ectnomic
climate undoubtedly means more business as security
measunes ane heightened o deal with the inoreased rse
in theft from retail stoses and outlets.

Of cotsrse, |f the purchase of secunty sendces BN a
Board level decision and curmently les with
Procunement, e argument 1o mantain prowsion, o
evan increase it, is perhaps even more difficult to justify
dusing & downium, Jestiscaton however can be
achieved if a eument security threat assessment is
considerad alongsxie the budgst line; it's simpla maths
- risk s removed according to the guality of secunty
prossion = i secunty provision s taken avay, the risk
leved increases and those tighter purse strings are
potantally in vain.

‘What is alse imgorant for procursment depanmems
to understand is that a fully trained, S1A keensed officer
is Bcnally qume a bargain! Wiich other professson
provides wall trained, qualified employees, who am
prepared t2 work for a flat rate for the maonty of the
JE5 days a year? We would never expect our officars
o waork bank holidays tor single bme rate - though wa
are constantly asked the gueston we cannot sty it as
a way of reducing the security budget.

That isn t to say of course that cost efficiencies
shouldn’t be assessed and monitored; theee are ways of
reducing spend but it is impérative that provision is still
fit for purpose. Yes, technologies can provde & chaapor
allemative 10 manned guarding, but we stll need
officirs who can rsact and make decrsions based on
the tramning they've recered and experience gamed; for
exarnphe, hostile reeannassanca acthilias ara batter
assessed by the security officer than via COTV Images.

Whe all Know that ultimately, costs are going 1o Pave
to be contained at best, and reduced in the worst case
scenand, Whilst it may not be a popular decison o -
structure existing security teams, let ws thnk as
buesiness managers first and adapt the processes
considersr by organsations wha st don't have the
oplion of reducing stafl numbers and have 1o consider
alternative options instead. We need rather 10 adopt a
parmnership approach, working Topather with our clents
to seek to find the optirmum solution that fully meets
both their busainess needs and ensures the securty of
thair company's ascebs.

Tony Crosse - AiS

Many vears ago in the dem and distant past,
non-ferrous metals were ‘favour of the
month” with thievas. The sacurily levels
enpecied Ly Insurers olviously dependsd on
the values at sk and other critena but generally a3 high
standarnd of physical protection Was expectsd, ofmen
backed up by an intruder alermm [burglar alamm as thay
wiEre lmown then) with cffsie signalling 10 an Alam
Recening Centre (Central Staton as they wera called at
that tme)} and possinly other measures,

Since then a wide range of other goods have had
thanr Turn . at Boingg favounesd by thieves but things often
go full circle and today non—fermous and other metals
are back an the thieves agenda in vew of the recent
high increases in value and general shortage of same
materals,

Fuets nave also mcreased significantly in value and
ara therefore mone ‘attractive’ 1o thiewes, Some of the
old favourites such as computer equipmernt ane still a
popular tanget,

W risk-Lik.com

Despite the harsh economs erviranment it is
important that organsations retain, regularly review and
i1 reecesssany, improve their secunty levels, The stance
taken by Insurers has started to hamden and the
required kvels of secunty for certain products are
generally higher than they were 12 manths ago.

Trett of @ssets will have an Impact an a business
even If thare & insurance cover in place. As well as the
obwious matenal oss and damage theee is also the
possibility of an interruption to business which could
resUlt in increased costs (e g having o contract work
out or purchase replacement stock at a higher prce) or
even loss of income. The insurance may have a
deductible resulting in a reduced loss payment, The
et may resull in customens baing let down and athar
possible implications such as loss of repuiation,

A poor loss meond could mesn that an undemwiter
will look unfavourably on the business &t menewal,
possibly resulting in a higher deductible, increasad
premm, 8 request for enhanced secunty, restricted
covar or, in the worst case soerario, refusal to provida
cover in the futura,

Tony Makosinski - Honeywell
Previcus recesssons in the B0s and the 80s
saw @ risa in theft which seemed (o paraliel
the rize in unemployment in the country. The
incregse in metsl and fuel thefts is prabably
mone ralated to the massie nsas in their particular
valug mong than the direct effects of the recession as
this trand has been going on for some two yeans | [ong
bafare the cumenl recessonary  trends wara baing falt,

We have seen many companes n both those fields
spending Mo on Securty o combat this, But mathar
than the previous slight beefing up of a fence or a gate
This Ui Wil are already seding substantial investment
in hi-tech solutions which can actually catch the
culprits.

Cne Midlands installer meoently showed me his [atest
weapon in the fight against metal thal, a sophistcated
heat detecting camera which can spot and track a man
a5 he roams arund a large scrap metal yard, He has
successfully used this connected ta remote CCTV
monitaring cantra which has guided the police 10 exactly
whare the thieves were hiding. This level of technobagy
& now being used on higger and higper sites and when
linked to on-gite guarding facilities offers a good, cost
effective Improvemen?t in secuny.

Companies often misguidedly lock at knee jerk
solutions and consider dropping or reducing man
guarding &5 recession bales, just at the tme when crime
increases, this time modem technology offers vanied
solutans o improve the effectiveness of on-sae guanis
and hybrd manpower/electronic solutions improve the
chances of Deating any rse in cnme due 0 the
recassion.,

Michael Cripps
- Insafe International
A Whether or not the country is descending
Inbo BCORDMIC MRCESSI0N 15 & matler of Some
debate and the recent media output | have
read, sean and listened to, al seem o contradict cne
anaother — yes there is a ‘credit crunch’, but it may or
may nat become a full blown recession?
Whatever the outcome, what is centazin is the cost of
mitale and fus! has Asan axpoientially aver tha past w3

Despite the harsh
economic
environment it is
important that
organisations
retain, regularly
review and if
necessary, improve
their security levels
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....It is a short sighted and probably short lived client who
believes security is where cost savings should be made....

L year or 50 and these are two commodities that ane

reasonably straightforward to access and are very
atiractive 10 the crimnal fralernity because they ang
easy to maove on! particulary when times sre financially
difficule.

When | was a young apprentice in the locksmith
Industry | wall remeamrbear an older, wiser colleague
muse that during penods of financial uncertainty the
first two areas of commerce 10 suffar in such times
werne advestising and security. | cannol speak for the
advartsing business, but | de knew that the security
Industey frequently becomes the target of monetary
constraints when ecanomic difficulties anse.

In simplistic tems one can understand that fimancial
direciors across all areas of businass constantly re-
evaluate and consider where hscal cutbacks can be
made, They camy out these financial exercises in good
timas; therefore there i cvery reason (o assume these
pecuniary hound dogs will b2 even mare vociferous
during bad times

In my wiew what FD's fail to appreciate is that
secLnty cuthacks today ane [MOomN's Security
la@ilures,

Im contrast 1o what might be corsidensd the norms in
terms of reductions in security spend durng financially
difficult timas, a vary goad and, parhaps, unusual
exampie of an arganisation taking a proactive approach
te security during this penod i the Chureh, Yes, the
Church!

In the Editar's question be refers 1o the ther of
meial. Churches up and down the entire length and
breadth of the country have suffered numearcus thefts
of kead and copper from the mofs of these sometimes.
ancient and vulnerab e buldings,

Far from taling an ecclesisstical appreach to this
phenamenally axpenshe prablem - no sooner |5 the
roof replaced with brght new metal are the offenders
aysng up the next oppofunity 1o rp it off - the various
churah organisations irvalved, supported by their
Insures, sought axpert advice and took decisive action,

It was decsded to emnbrace relatively new technology
and employ the use of unigue markers that are applied
to the metal that can be irefulably traced back to the
lacation af the crime when recoverad. More
Imporantly, Lecause of the reputation of these
prosducts, it ks 8 powerful detarrent to would-be
criminals who do not understand the sclentific
propertes that suppaort the product, but fully apprecate
that if found in possessicn of the ‘goods’ they will
undoubtedly be convictad of the crima.

INEs 15 @ pome exampie of why organisetions should
not simply cut security budgets and ignora the real
thrgats 1o their Busindsses.

Unfortunately, in many companies secunty |s seen as

‘8 Cost centre, rather than a profit centre. In 2007,
Pm:'assar Martin Gill, director of Perpetuity Research &
-Consultancy Intemational and Professar of Criminalogy
&t the University of Lecester, gave a fascinating
_presantation ot the Security Conferencs of the Year,
- entiled *What 1= the value of secunty”.
Martin discussed the relationship between sscurity

professionals, procurement depanmments and clients,
concluding that thers was considerable room for
improwement in developng an understanding between
the difterent stakeholders on what they see a5 the
advantages and drawbacks of extanded securty
Provision.

| tatally agree with Martin's conchusion and strongly
believe that working closely with all stakeholders within
a client company is the only means ol developing
lasting reletionships and new business.

By all mears re-evaluate and consider where savngs
can be made, that i prudent SINess management,
Heoweaver, to reduce eacurity sanices using the curmrent
econamic downturn as the reason, without thinking
threugh all the impleations will simply leave companies
with a leglacy of securiy Tailune in he future,

Shaun Dakes

= UKB International

Far from sfimaning down, cur advice o
dlients is that in times of recession security
needs to be mmped up. As belts Tghten so
temptation Lo commit theft and fraud increases, as
does unauthonsed comer-cutting on health and safety
protocols,

Increasingy, madaem sacunty systams damonstrate
cost-perefit and have a positive effect on bottom line
fosUlts, A blometne Ime and attendancd system wea
recently installed at a largs call centre is saving the
oiners “tens of thousands of pounds & year” by
eliminating 'Buddy Clocking”; that is where one person
clocks im a colleague who is late or absent.

Riormetrc consirection site tumstiles sliminates the
meed for static secunly guards and ensures Sile
security, with healtth and safety compliance twenty four
hours a day. The system links direct 1o company payroll
software, so workers and sub-contactors are pasd by
the minute and it is known exactly wiho has bean
aneite and whan,

The current recession is gobal and B impact will
increase the nesd 1o guard ARRINST commwercal
espionage. Research and development assels need
ever greater levels of protection as do IT resources. The
Chial Technical Officer and their security adviser nead
inanagement data on who has accessed sefue rodgms
and busldings, who has accessad sensitive data and
files.

Thie cost to UK firms of corporate 1D theft, when
fraudsiers assume a COMPAny’s Wentity in order o
exploit its credit lines, empty its bank accounts or order
a55ets In 15 name, & St to soar 1o LrO0 milon a
wear by 2020 according to the Centre for Economics
and Busingss Research, which also Tound corporata 10
theft is ane of the fastest growing risks faced by UK
firms.

Couple these threats with the global ecoromic
downturn and reduced marging then factar in Corporate
and Governmeanal commercial espionage,., tisa
shart sighted and probably shon lived chent who
believes secunty is where cost savings should be
mada.
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